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ABSTRACT

Federated learning has been rapidly evolving and gaining popularity in recent years due to its privacy-
preserving features, among other advantages. Nevertheless, the exchange of model updates and
gradients in this architecture provides new attack surfaces for malicious users of the network which may
jeopardize the model performance and user and data privacy. For this reason, one of the main motivations
for decentralized federated learning is to eliminate server-related threats by removing the server from the
network and compensating for it through technologies such as blockchain. However, this advantage comes
- at the cost of challenging the system with new privacy threats.
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I.INTRODUCTION

With the widespread use of machine learning over the recent years, new concerns have been raised
regarding user and data privacy. The data-driven nature of these intelligent models necessitates gathering
users’ data to constantly improve and maintain the operating statistical model. This issue becomes more
problematic in large-scale distributed systems with millions of users such as mobile networks.

Aside from privacy issues, in large-scale systems, communicating user data may pose an overhead to the
network. This is while information technology and intelligent devices are evolving at a rapid pace, and in
the wake of it, there is an explosion of data at the edge of the network. Given the potential benefits of this
data collection process for improving their model, organizations tend to make the best use of it for
knowledge extraction with minimal waste of data. Thus, modern intelligent systems struggle to find the
optimal trade-off between user privacy and service quality.

Inspired by recent breakthroughs in distributed optimization, Federated Learning (FL) has proposed as a
potential solution to resolve the aforementioned challenges. In contrast to distributed machine learning, FL
proposes training local models at the edges of the network and then sharing the model parameters to a
central server that aggregates the received information and then updates all the client models.
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Despite the breakthrough made by FL, the proposed architecture was not flawless and demanded further
research endeavours on the topic. To begin with, although the user data is not being shared in the network,
communicating local parameters is still vulnerable to sniffing attacks which will lead to stealing model
parameters for launching an inference attack to extract sensitive information from the local training data at
the edges of the networks.

The process of local update preparation is similar to that of FL; however, exchanging model parameters
and model aggregation is mostly undertaken through P2P communication or blockchain technology.

Despite the security and efficiency features of DFL, this architecture is not flawless. For instance,
incorporating blockchain into FL may come at the cost of making the system defenseless against
blockchain-related security adversaries. The trustability of the DFL participants is another issue of concern
that requires further research.

I.LRELATED WORK

Here is a grammatically correct, well-structured, and professionally formatted version of your content:

Decentralized Learning: A Literature Survey

Federated Learning (FL) was proposed to reduce the risks associated with data ownership in collaborative
training of deep learning models. Before the introduction of FL, collaborative training required massive data
exchanges between participants in a distributed machine learning framework, where clients would
frequently send local training data to a central server. The distributed model was trained on the
accumulated data gathered from across the network.

However, this approach raised concerns about data privacy and excessive communication overhead,
which motivated the invention of FL. In simple terms, FL allows each client to locally train a model of the
same architecture using its own data, and only the resulting model parameters (e.g., neural network
weights) are sent to the central server. The server then aggregates these parameters and updates the
global model, which is subsequently distributed back to all clients. In each training round, clients initialize
their local models with the updated global parameters before continuing with local training and submitting
updates to the server.

Decentralized Learning in the Healthcare Domain

Decentralized learning is transforming the healthcare industry by addressing critical issues related to
privacy, security, and data sharing. Key applications include:

1. Privacy-Preserving Collaboration:

Decentralized learning enables hospitals, research institutions, and healthcare providers to collaboratively
train machine learning models without sharing sensitive patient data. This approach aligns with compliance
requirements under regulations such as HIPAA and GDPR.

2. Medical Imaging:

IJISEA - editor@ijisea.org Page 106



http://www.ijisea.org/
mailto:editor@ijisea.org

ISSN: 2582 - 6379
IJISEA Publications

International Journal for Interdisciplinary Sciences and Engineering Applications
IJISEA - An International Peer- Reviewed Journal
2025, Volume 6 Issue 2

www.ijisea.org

Techniques like Federated Learning (FL) and Split Learning (SL) are applied to enhance diagnostic
accuracy in areas such as cancer detection, X-ray interpretation, and MRI analysis.

3. Wearable Devices:

Wearable health devices can contribute to decentralized learning by performing local training. This enables
health monitoring and predictive analytics while maintaining user data privacy, particularly for managing
chronic conditions and early detection.

Decentralized Learning for Security and Privacy

Decentralized learning enhances privacy and security in collaborative machine learning settings through
the following mechanisms:

1. Privacy Preservation:

Sensitive data remains on local devices, reducing the risk of exposure. Techniques such as Secure
Aggregation and Differential Privacy are used to protect individual data during model training.

2. Cryptographic Mechanisms:

Technologies like Homomorphic Encryption and Attribute-Based Encryption are integrated to ensure
secure computation and fine-grained access control within decentralized learning frameworks.

3. Robustness Against Attacks:

Decentralized learning eliminates single points of failure, making systems more resilient to adversarial
attacks and server breaches. This is especially important when central trust is limited or absent.

4. Regulatory Compliance:

By avoiding centralized data storage, decentralized approaches help organizations comply with strict data
privacy laws such as GDPR and HIPAA.

Implementing Blockchain Technology in Federated Learning

Integrating blockchain with federated learning introduces a new layer of privacy, transparency, and trust in
decentralized environments. Key benefits include:

1. Decentralized Identity (DID):

Blockchain supports self-sovereign identities, allowing users to control their personal data and selectively
share it, eliminating reliance on centralized identity providers.

2. Data Integrity and Transparency:

The immutable nature of blockchain ensures that data and model updates are tamper-proof, facilitating
transparent and secure management of sensitive information.
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3. Privacy-Preserving Techniques:

Zero-Knowledge Proofs (ZKPs) allow users to validate claims without disclosing the underlying data—ideal
for scenarios like identity verification.

4. Differential Privacy:

Combining blockchain with differential privacy adds controlled noise to datasets, preserving user anonymity
while maintaining the utility of aggregated insights.

Here is a corrected, polished, and professionally formatted version of your

. METHODOLOGY

Algorithms

Decentralized Federated Learning (DFL) integrated with blockchain utilizes a range of algorithms to ensure
privacy, security, and efficient model training. The key algorithms involved include:

1. Consensus Algorithms:

e Proof of Authority (PoA): Used in permissioned blockchain networks to ensure efficient and
secure consensus.

e Proof of Stake (PoS) and Delegated Proof of Stake (DP0S): Employed in blockchain systems to
validate transactions and maintain decentralization.

2. Model Aggregation Techniques:

¢ Weighted Average: Aggregates local models based on their performance and contribution to the
global model.

e Ensemble Methods: Combines predictions from multiple models to improve robustness and
generalization.

3. Privacy-Preserving Mechanisms:

e Homomorphic Encryption: Enables computation on encrypted data without the need for
decryption.

e Zero-Knowledge Proofs (ZKP): Allows verification of data validity without exposing the actual
data.

4. Optimization Algorithms:

e Stochastic Gradient Descent (SGD): A widely used optimization method for training machine
learning models in federated settings.

e Adaptive Weight Calculation: Dynamically adjusts weights based on the quality of local data to
ensure fair and effective training.
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System Design Document Overview

The system design outlines critical aspects of the DFL framework and includes:

System Requirements

Operating Environment

System and Subsystem Architecture

File and Database Design

Input/Output Formats

Human-Machine Interfaces

Processing Logic and External Interfaces

Data Collection

The NSL-KDD dataset is used for intrusion detection. It contains symbolic features such as protocol type,
service, and flag. These features are processed as follows:

e One-Hot Encoding: Symbolic data is converted into binary vectors to be recognized by machine
learning algorithms.
o Example: The protocol_type feature with values like tcp, udp, and icmp is transformed as:
= tcp—[1,0,0]
= udp—1[0,1,0]
= icmp — [0, 0, 1]

Data Preprocessing

Before training, the dataset undergoes thorough cleaning to remove:
e Noisy data
e Duplicate entries
e Missing or infinite values

This step ensures data quality and consistency for better model performance.

Train-Test Split and Model Fitting

e The dataset is divided into training and testing subsets.

e This split allows the evaluation of the model's generalization ability on unseen data.

o After splitting, model fitting is performed, where the training data is used to optimize the model’s
parameters and minimize error.

Let me know if you'd like this reformatted for a journal manuscript or thesis template.
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V.CONCLUSIONS

The integration of FL and blockchain technologies has alleiated the need for a server in the network. This
is followed by a number of advantages such as efficient communication and the elimination of a single
point of failure in the federation. While there are a limited number of surveys on the security analysis of FL,
since the previous studies were all based on centralized architectures, further analysis is required to study
the new paradigm of DFL from a security perspective. This work first reviewed common trends and
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preliminaries of FL and blockchain. It then performed a security analysis on DFL by identifying possible
threats and defense mechanisms in such systems.

VI.DISCUSSIONS

DFL relies on efficient communication protocols to exchange model updates directly between clients. This
reduces communication overhead compared to centralized federated learning.

Network Topologies: Various network structures, such as peer-to-peer or hierarchical models, are explored
to optimize the flow of information among clients.
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